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NOTE:
All information in this document pertains to Microsoft Visual Studio Team Foundation Server 2010 BETA 2. It does not apply to TFS Beta 1.
Abstract
With the introduction of Microsoft Visual Studio Team Foundation Server 2010 (TFS) the range of supported configurations has increased dramatically.  In this whitepaper, we will discuss how this additional flexibility can be utilized to provide remote (Internet) access to TFS users. While the focus of this document is describing how to configure TFS to enable Internet accessibility, we also discuss how to how Virtual Private Network (VPN)/DirectAccess (DA) technologies and a reverse proxy can be used to enable Internet connections to TFS. We begin this paper by discussing how VPN and Window 7’s DA technologies can be used to enable TFS Internet connectivity.  Next, we discuss how TFS communicates with its users/services and how this configuration can be modified to enable Internet connectivity. Third, we discuss reverse proxies and how they can be used to improve the experience of using TFS over the Internet. Fourth, we discuss some of the subtle details associated with exposing TFS to the Internet. Finally, we conclude with some useful procedures for configuring TFS. 
VPN and DirectAccess
VPN and DA technologies allow a remote user to behave as though they are actually directly connected to a private network. These technologies provide remote users with the most complete TFS experience; however, they are not available on all networks and as a result, other approaches may be necessary. 
Links to Setting up VPN & DirectAccess
Because VPN and direct access allow external users to have the same level of access as internal users, there is no TFS-specific configuration required when using either VPN or Direct Access. 
Information about setting up a VPN can be found here: http://support.microsoft.com/kb/324747.
Information about setting up DirectAccess can be found here: http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=64966e88-1377-4d1a-be86-ab77014495f4 and here http://www.microsoft.com/downloads/details.aspx?familyid=8D47ED5F-D217-4D84-B698-F39360D82FAC&displaylang=en 
TFS Communication Architecture 
Before continuing, it is important to discuss how TFS stores and distributes the URLs of its various services. Specifically, TFS in its standard configuration stores six URLs that are relevant for our discussion: the Public URL, the Server URL, the Report Manager URL, the Report Server URL, the SharePoint Site URL, and the SharePoint Administration URL. In this section, we discuss the roll of each of these URLs.
Public URL
The principal use of the Public URL is for generating URLs used in the text of e-mail alerts. For example, if the Public URL for your TFS instance was https://tfs.contoso.com/ and there was an e-mail alert sent out for work item 4200, then the URL sent in e-mails would be https://tfs.contoso.com/WorkItemTracking/wi.aspx?id=4200.
Since all e-mail alerts will construct URLs based off of the Public URL, if Internet and intranet access is allowed then the Public URL must belong to one of these two domains. As a result, if the Public URL is an intranet URL, then Internet users will receive an inaccessible URL in e-mail alerts. Alternatively, if the public URL is an Internet URL, then all internal users will be given an URL outside of the network (which may degrade experience). Such a scenario is depicted in Example 1 below. 
Server URL
The Server URL is used for TFS service-to-TFS service communication. In order for TFS to correctly function, this URL must point to either a TFS Application-Tier or a load-balancer of TFS Application-Tiers. For most configurations, the Server URL should use an intranet URL. By default, unless the Server URL is explicitly set by the system administrator, the Server URL is implicitly assumed to be the Public URL. So, if the Public URL is set to be an Internet-facing address and you have not previously set the Server URL, then the Server URL should be set to an internal address. 
Public & Server URL Examples
To illustrate the impact of setting the Public and Server URLs appropriately, consider the following examples:
Example 1, Figure 1
A company, Contoso, has a TFS server on a machine with an intranet URL of http://tfs and an internet URL of https://tfs.contoso.com. 
An Internet and an intranet client both receive e-mail notifications about work item 4200
The Public URL and the Server URL are both set to http://tfs (the default configuration). 
In this example, because the Server URL is http://tfs all service-to-service communication originating from the application-tier is routed back to itself through the local network. Because the Public URL is http://tfs all clients receive the URL http://tfs in e-mail. As a result, the internal client is able to connect successfully, while the external client fails.
Example 2, Figure 2
Same as Example 1, except that the Public URL is https://tfs.contoso.com  and the Server URL is set to http://tfs .  
Since the Public URL is set to https://tfs.contoso.com, both internal and external clients should be able to connect successfully using the URL in e-mails; however, internal clients uses a sub-optimal path that may go through the internet. Notice that, because the Server URL is http://tfs all service-to-service communication originating from the application-tier is routed back to itself through the local network.




Figure 1: Public & Server URL Internal


Figure 2 Public URL External, Sever URL Internal

Reporting and SharePoint Services
TFS’s Reporting and SharePoint Service URLs serve two purposes. First, they enable the application-tier to communicate with both the Reporting Service and SharePoint Service components. Second, TFS distributes these URLs to clients so that clients can interface with these components. 
Examples
To illustrate the impact of configure SharePoint and Reporting Servers consider the following examples:
Example 3, Figures 3 & 4
To illustrate this distribution of URLs consider the following example
A company, Contoso, has a TFS server on a machine with an intranet URL of http://tfs and an internet URL of https://tfs.contoso.com. 
Reporting Services has an internal URL of http://rs and an external URL of https://rs.contoso.com.
The SharePoint default sites has an internal URL of http://wss and an external URL of https://wss.contoso.com.
The SharePoint admin site has an internal URL of https://wss:1701 and no external URL.
The TFS instance has the URLs http://rs, http://rs/ReportServer, http://wss, and https://wss:1701 URLs stored as the Report Manager URL, the Report Server URL, the SharePoint Site URL, and the SharePoint Administration URL, respectively. 
In this example, when a client connects to the application-tier for the first time, it will receive the URLs, URLs http://rs, http://rs/ReportServer, http://wss, and https://wss:1701 URLs for the Report Manager URL, the Report Server URL, the SharePoint Site URL, and the SharePoint Administration URL, respectively. This is true regardless of whether the client is internal or external. As a result, internal clients are able to connect to the Application-Tier, SharePoint, and Reporting Services (as depicted in Figure 3), while external clients (illustrated in Figure 4) can only access the Application-Tier. (The Data-tier only communicates directly with the application-tier).
Example 4, Figure 5 & 6
The same as Example 3, except TFS is configured to use the external URLs for SharePoint and Reporting Services 
In this example, the internal clients are able to connect to the Application-Tier, SharePoint, and Reporting Services (as depicted in Figure 5) but using sub-optimal external URLs. On the other hand, external clients are able to access everything except for the SharePoint admin site (illustrated in Figure 6). As we will discuss later, because external clients cannot access the SharePoint admin site, they cannot create team projects. 


Figure 3 Internal client access internal services



Figure 4 External client failing to access internal resourcs



Figure 5 Internal client with sub-optimal URLs


Figure 6 External Client using External URLs

Exposing TFS to the Internet
Having reviewed the basics of TFS’s communication structure, we can now discuss how to configure TFS to expose it to the Internet without using either VPN or DA technologies. For many scenarios, exposing TFS to the Internet is fairly straight forward.  In fact, for simple scenarios, you can enable a pure-TFS Internet configuration without changing any TFS settings. Specifically, if you system cannot be categorized under any of the following five scenarios, then you can enable a pure-TFS Internet configuration without changing any TFS settings: 
Your system has more than one application-tier.
You want TFS-generated e-mails to contain an externally accessible URL.
Remote users need access to SharePoint.
Remote users need access to the SharePoint Admin site.
Remote users need access to Reporting Services. 
Remote users need to create projects and either SharePoint or Reporting Services is configured for this instance.
In the remainder of this section, we discuss how to configure a pure-TFS Internet configuration if your system contains one or more of these five scenarios.
Scenario 1: Multiple Application-Tiers
As we discussed above, in the section “Server URL,” all service-to-service traffic is routed through the Server URL. As a result, if you have multiple-application tiers, then you have three options. 
If you have a network load balancer, then you can set the Server URL to the URL of the network load balancer.
If you do not have a network load balancer or you want all service-to-service requests  to run on the computer that initiated it, then you can set the Server URL to localhost.  
Leave the Server URL alone or change it to another application-tier. Either one of these options will route all service-to-service traffic to the application-tier pointed to by the URL. 
Option (1) should distribute the service-to-service requests more evenly across all of the computers then Option (2). While Option (3) will work for most configurations, it is not recommend since it may degrade performance on the application-tier pointed to by the Server URL.
Scenario 2: Externally Accessible E-mail URLs
As we discussed above in the Section “Public URL,” the URL used in TFS-generated e-mails is controlled by the Public URL. By default, the Public URL is set the machine name of the first computer TFS was installed on. As a result, if you want e-mails to be externally accessible, you must change the Public URL to the desired externally accessible URL. If you decide to change the Public URL to an externally accessible value, then remember to keep the Server URL as an internally accessible value (e.g., either set the Server URL to the internal address for the application-tier or follow the directions given in Scenario 1, above).
Scenario 3: Remote Users Need SharePoint Access
As we discussed above in the Section “Reporting and SharePoint Services,” each user receives its SharePoint URL from the TFS servers. As a result, if remote users need access to a SharePoint application, then the URLs for connecting to this URL must be modified on the TFS server. Directions for modifying this URL are found in the Appendix Section “Modifying SharePoint URLs.”
NOTE: If you choose to make a SharePoint Web Application accessible via the Internet, then without using a component external to TFS (such as a reverse proxy, discussed in the section “Reverse Proxy”), all internal users will connect via the Internet URL even if SharePoint has an internally accessible address. 
Scenario 3.a: Remote Users Need Admin SharePoint Access
In typical pure-TFS Internet configurations, you probably do not want to allow remote users access to the Admin SharePoint site. Allowing remote access to the SharePoint Administration site is a potential security risk. Moreover, most remote users will never need access to this site. There is one notable exception. If you wish to allow remote users to create projects and SharePoint is installed, then remote users will need access to the administrative site. Directions for modifying this URL are found in the Appendix Section “Modifying SharePoint URLs.”
Scenario 4: Remote Users Need Reporting Services Access
As we discussed above in the Section “Reporting and SharePoint Services,” each user receives its Reporting Services URLs from the TFS servers. As a result, if remote users need access to reporting Services, then the URLs for connecting to this URL must be modified on the TFS server. Directions for modifying these URLs are found in the Appendix Section “Modifying Reporting Services URLs.”
NOTE: If you choose to make Reporting Services accessible via the Internet then without using a component external to TFS (such as a reverse proxy, discussed in the section “Reverse Proxy”), all internal users will connect via the Internet URLs even if Reporting Services is configured to accept internal requests. 
Scenario 5: Creating Team Projects
If you have SharePoint and Reporting Services installed and you want remote users to be able to create team projects, then remote users will need access to SharePoint (both the regular and admin site) and Reporting Services. As a result, the URLs for these sites must all be set to externally accessible sites. Directions for modifying these URLs are found in the Appendix Sections “Modifying SharePoint URLs” and “Modifying Reporting Services URLs.”
Reverse Proxy
A reverse proxy is a server which is typically placed in front of a set of Web servers and is used to process incoming requests by either handling each request or routing each request (in their entirety) to  the web servers. Reverse proxies provide an additional layer of security and request processing. For TFS, reverse proxies can be configured to enable internal users to use an internal URL for connecting to Reporting Services and SharePoint, while enabling external users to use an Internet URL for connecting to these services. An example of such a configuration is depicted in Figure 7. 


Figure 7 Reverse Proxy
Important Notes
In this section, we discuss some important caveats to keep in mind when enabling external TFS access by either Directly Exposing TFS or using a Reverse Proxy. 
Identities 
In order for a client to connect to a TFS server from the Internet, the client must use an account that is either recognized by Active Directory or recognized by the Application-tier TFS is installed on. 
Modifications for SSL
When directly exposing TFS to the internet, it is generally a good idea to use SSL connections to ensure the security of your communication. 
As of the initial production of this guide, there is currently no publicly available documentation for enabling SSL in TFS 2010. This documentation will be available before TFS 2010 Beta 2 is released.  In the meantime, documentation about setting up SSL for TFS 2008 can be found here: http://msdn.microsoft.com/en-us/library/aa833873.aspx 
TFS Proxy
While setting up a TFS Proxy is not required for exposing TFS 2010 to the Internet, it can dramatically improve the performance of remote offices. If you expose TFS to the internet using either VPN or Direct Access technology, then adding a TFS Proxy to the remote site is simple: install the TFS Proxy off of the media and follow the directions.
If you did not enable Internet access for TFS via VPN or Direct Access, then setting up a TFS proxy is slightly more complex. Specifically, if you use either of these two approaches, then the service account & passwords for the TFS proxy must be identical to the service accounts & passwords for the TFS application-tier. For example, if the service account for the application-tier is contoso\tfssvc with the password 123456, then the service account for the proxy (on the workgroup external) must be external\tfssvc and have the password 123456. Notice that if you update the service account or password on the TFS application-tiers, then you must update the service account and password for all such remote TFS Proxies. 
Build
When exposing TFS to the Internet, there are two primary ways to configure build: configure a build machine in the primary intranet network (which we will call a Local Build configuration) and configure a build machine at a remote site (which we will call a Remote Build configuration). In this section, we discuss these two different approaches. Before we continue, it is important note that if you allow for either VPN or DirectAccess connections, then configuring either a Local or Remote Build Configuration is simple, install the media and follow the directions. Therefore, for the remainder of this section, we focus on the other two approaches for exposing TFS to the Internet. 
Local Build Configuration
If you want to configure a Local Build machine that remote clients can use, then you will need to change SetBuildProperties so that builds are dropped at an HTTPS URL rather than a UNC. This change is necessary since an intranet-specific UNC is inaccessible unless you have enabled VPN or DirectAccess. 
Remote Build Configuration
Under a Remote Build Configuration, the build server will use the source code on the TFS proxy as the basis for its build. It is important note that because of possible build or source configuration differences, the local and remote build machines may produce different results. This is true even if TFS is exposed to the internet via VPN or DirectAcces.
With this in mind, we can now discuss how to configure a Remote Build machine (for systems without VPN or DirectAccess enabled). If you are constructing a remote build server, then you must follow the subsequent steps:
Add the service account for TFS to the build machine.
Add (what will be) the build machine’s service account to the application-tier (or the application-tier’s domain).
Install build off of the media, follow the directions
Change SetBuildProperties so that builds are dropped on an HTTPS URL rather than a UNC 
An Important Note
One complication with configuring a Remote Build machine is that a Build Machine must use NTLM. The problem is that NTLM may inappropriately fail over some types of network environments. As a result, there are some network configurations where it will be impossible to configure a remote build machine.
Build Takeaways
From the above discussion, we have the following takeaways:
If possible use VPN or DirectAccess on systems with build machines.
If you are using VPN or DirectAccess, then a local build machine is preferable to a remote build machine because the results of a local build machine are more accurate.
If you are not using VPN or DirectAccess, you should avoid a remote build machine because of the limitations with identities, authentication, and validity of the builds produced by the remote machine. 
Summary
In this document, we have described how to expose TFS to the Internet.
FAQ
QUESTION: Why do external users see a Red X on the Documents or Reports folder?
ANSWER: You have not configured TFS to enable external access for SharePoint or Reporting Services. Follow the directions in the sections “Scenario 3: Remote Users Need SharePoint Access” and “Scenario 4: Remote Users Need Reporting Services Access.”
Appendix
In this Appendix, we discuss the details of changing the connection information in TFS.
Modifying SharePoint URLs
Open up the TFS 2010 Administration Console.
Go to the SharePoint Web Application node.
In the SharePoint Web Applications frame, click on the SharePoint Web Application you wish to make accessible to the Internet.  
Click on Edit SharePoint Web Application.
In the General tab, modify the Web Application URL and Central Administration URL so that they are externally accessible. 
Generally, the Central Administration URL only needs to be internet accessible if you wish to enable remote clients to create team projects.
Click OK.
NOTE: If you choose to make a SharePoint Web Application accessible via the Internet, then without advanced routing configurations (such as a reverse proxy), all internal users will connect via the Internet URLs even if SharePoint is configured to accept internal requests. 
Modifying Reporting Services URLs
In the Reporting Services Configuration Manager
Under the Web Service URL node, add an Internet accessible URL. 
Under the Report Manager URL node, add an Internet accessible URL. 
In the TFS 2010 Administration Console
Under the Reporting Node, click edit.
Under the Reports Tab, click Populate URLs to populate the URLs you entered above into URLs for Report Server.
Choose the internet accessible URLs in the Web Services and Report Manager dialog boxes. 
NOTE: If you choose to make Reporting Services accessible via the Internet, then without advanced routing configurations (such as a reverse proxy, discussed below), all internal users will connect via the Internet URLs even if Reporting Services is configured to accept internal requests. 
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